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1 INTRODUCTION

1.1 Purpose

Reviews and audits are among the principal mechanisms by which quality is assured in projects.  This standard sets out the requirements for conducting audits and defines (in an appendix) procedures for conducting certain audits.

1.2 Scope

This document is in two parts.  The first part, the body of the standard, lays down requirements for the conduct of all audits.  The second part, in an appendix, defines procedures for the conduct of certain audits.  Any audits not covered by the appendix are not precluded by this standard.

This standard does not attempt to act as a tutorial on the subject of auditing.  Instead the reader is advised to read one of a number of books on the subject.  Some of these are listed below in section 1.5.

The particular tasks to be performed in audits for a project should be identified in the Project Quality Assurance Plan (possibly by reference to the appendix of this standard) which may also identify additional tasks and procedures.

1.3 Audience

This standard is intended for all those involved in the planning and performance of audits.

1.4 Related Standards

The reader should be familiar with the following documents that supplement the contents of this Standard.

[1]
GFG IT UK
SO
3
Document Writing Standard 

[3]
GFG IT UK
SO
4
Project Quality Assurance Planning Standard

[4]
GFG IT UK
SO
5
Project Management Standard

1.5 Other Related Documents

The following books have useful sections on reviewing although the reader should be careful to distinguish between opinion and fact.

-
Ethnotechnical Review Handbook by Daniel P. Freedman & Gerald M. Weinberg, published by Ethnotech Inc. 1977

-
Software Quality Assurance & Management by Michael W. Evans & John J. Marciniak, published by John Wiley & Sons Inc. 1987

1.6 Revision History

Version
Date
Author
Description
Sections Affected







0.01
97/12/29
GFG
First draft
All, diagrams and forms to be added

AUDITS

1.7 Definition and Purpose of Audits

Audits are planned, formal examinations by one or more people of some object or system to check results or methods.  They serve as a snapshot of how work is being done at a particular point in time or over a limited period of time.

Typical uses of audits include the following:

i)
Checking that plans are up-to-date

ii)
Checking that problem reports are being dealt with

iii)
Checking that the monitoring of effort against budgets is being carried out effectively

iv)
Checking that the client is being kept informed of progress

v)
Checking that quality assurance tasks are being carried out

vi)
Checking that all objects and documents are up-to-date for a release

vii)
Checking that code conforms to standards.

Which audits will be conducted during a project (and by whom) is described in the Project Quality Assurance Plan.

The result of an audit is an audit report giving the status of the object(s) or system that has been audited.  An audit report serves one of two purposes.  It either confirms that everything that was audited is satisfactory or it lists the faults and omissions so that they can be corrected.

Although an audit just results in an audit report that records faults it may, indirectly, cause changes to operating procedures, release materials etc. by means of the corrective actions taken as a result of the audit.

1.8 Planning an Audit

Just as with a review, an audit is of little value unless it is properly planned.  Planning an audit involves defining exactly what is to be audited, how it is to be audited and what resources will be required for the audit.

1.8.1 Tasks for an Audit

The plan for an audit must include a list of the tasks to be performed, such as checking that a piece of code conforms to relevant standards.  For some audits this task list may take the form of a task checklist copied from the Project Quality Assurance Plan.

1.8.2 Resources for an Audit

When planning an audit it is necessary to plan the resources required.  This normally means planning the manpower required to perform the audit.  An audit may be conducted by the Project Auditor or by some other member(s) of the project auditing team.  Apart from the person or persons performing the audit it is necessary to estimate how much effort will be required from other staff, normally the staff concerned with the object or system being audited.

A certain amount of time may be required in direct assistance to the auditor(s), especially if they do not know the work being audited thoroughly but even if the auditors are completely conversant with the work a certain amount of interference with the normal working patterns will result from the audit and this should be planned for.

If an audit would require an excessive amount of effort or interference then it may have to be delayed but this should be carefully justified and can only be used as a reason for postponing an audit, not for cancelling one.  If an audit is to be cancelled then this must be agreed by the Project Supervisor and the Project Auditor.

1.9 Conducting an Audit

How an audit is conducted depends on exactly what is being audited.  An audit may take the form of an inspection of documents and other objects or it may take the form of an examination of a process.

If an audit takes the form of an examination of documents and other objects then the audit is conducted by examining the objects in a planned sequence and looking for predetermined features (as described in the audit plan).  This may involve performing calculations or creating cross-references based on the objects examined.

If an audit takes the form of an examination of a process then there are two parts to the audit (which may be separate or interleaved).  The first part is an examination of documents and objects and the second part consists of examining work in progress and asking team members questions to determine their knowledge of standards or procedures.

An audit may be held on a sample of the work involved in a task rather than on the whole result of a task.  This is particularly relevant as some audits should be performed early on in the performance of a task to get the maximum benefit from the feedback.  The sample or samples selected should not be chosen by the person or persons being audited but should be chosen by the Project Auditor.

It is worth being aware of possible defensive reactions from those being audited.  A good way to conduct an audit is to ask for information while completely refraining from commenting.  This avoids people getting defensive or being led to tell the auditors what they want to hear.

1.10 The Audit Report and Follow-Up

The audit report may take one of two forms.  The first is a formal report and the second is a list of issues.  In general the issues list form is more compact and should be used unless the report would run to more than a couple of pages, in which case a formal report is more appropriate.

The audit report should record the date of the audit, who conducted it, what the audit tasks were and should contain a factual list of faults or omissions found, possibly with a list of recommendations.  A fault is any divergence from the standards or procedures or desired results.  The audit report should be produced as soon as possible after an audit.  The audit report should be distributed to the Project Manager for action and to the Project Supervisor for information.

The follow up to an audit should be a plan produced by the Project Manager stating if and how the faults and omissions identified in the audit report are to be dealt with.

Although the Project Manager is responsible for reacting to the audit report the Project Auditor is responsible for ensuring that the audit report is not ignored.  The Project Auditor should ensure that the Project Manager produces a satisfactory response in a reasonable time.  If the Project Auditor is not happy with the response (either in its timing or content) then he should report the problem to the Project Supervisor or the Quality Manager.

Once faults discovered by an audit have been rectified (according to the Project Manager) the relevant part of the audit should be repeated to check the rectification.

If an audit is not performed, for whatever reason, then an audit report should still be produced giving the reason for the omission and circulated to the Project Manager and Project Supervisor.  This might happen when a physical audit has not been performed before a release due to time pressures or the absence of relevant staff and the intention is to alert the Project Manager and Project Supervisor to the possible repercussions.  The production of this preliminary report does not avoid the need to perform the audit as soon as possible.

If a formal report is produced then it should conform to the document writing standard (GFG IT UK-99-SO-3) and should contain the following sections.

1.10.1 Introduction

This section should be a standard document introduction that should state exactly what objects or working practices were audited (including version numbers where relevant) and by whom and should state when and where the audit took place.  The scope section of the introduction should state the audit tasks (as listed in the audit plan), possibly by reference to the audit plan.

1.10.2 Faults Found

This section should list the faults found, possibly with a list of recommendations. The faults should be listed under the criteria relevant to the faults.

The audit report is not required to suggest ways of correcting faults, that is the job of the Project Manager.  A list of recommendations may be included in the audit report but it is not binding on the Project Manager.  However, as a result of an audit the Project Supervisor may require that the problems are addressed or the Project Auditor may inform the Quality Manager that the project does not conform to GFG IT standards.

Faults should be categorised as local or widespread and should be categorised as long or short term.  For example; failing to back up a module once would be a local, short term fault; failing to back up the whole project once would be a widespread, short term fault; failure by one team member to follow a coding standard would be a local, long term fault; failure by the whole project team to follow  a coding standard would be a widespread, long term fault.  Any implications of a fault should be stated.

1.10.3 Audit Result

In contrast to reviews audits do not always have a clear cut result taken from a list of possible results.  This section should summarise the faults found and comment on the project-wide implications.  As the audit report does not specify corrective actions it should not attempt to lay down deadlines for problems to be corrected.

AUDIT PLANNING CHECKLIST

When planning an audit the following points need to be considered:

i)
What is the time of audit?

ii)
Who will do the audit?

iii)
What resources are required for the audit?

iv)
What will be the audit tasks?

This appendix lists typical audit tasks for a selection of audits.  This list does not preclude extra tasks for listed audits or extra types of audit.

The audits covered in this appendix are those audits which are most common.  When creating plans for audits other than those covered here the Project Auditor must decide what tasks are required.  The only guidance that can be given here on the selection of those tasks is to suggest that the Project Auditor examine the tasks given here for other audits for ideas and discuss the tasks with other senior members of staff.

This appendix is intended to act as a 'recipe book' for audits to allow plans to be taken directly from this document and used with little or no alteration.  However, it must be stressed that these checklists cannot apply to all audits and the Project Auditor must be prepared to alter them where necessary.

A.1 In-Process Audit

An in-process audit is an examination of the management and running of a project from the general quality assurance point of view.

The tasks for an in-process audit are as follows:


Check that the project plan is being kept up to date.


Check that the project file is being kept up to date, that is that copies of the latest versions of all objects are being filed promptly.


Check that the monitoring of effort against budget is being carried out in a timely manner.


Check that problem reports are properly filed and that responses are timely.


Check that the client is being kept informed of progress.


Check that the Project Quality Assurance Plan is being implemented.  This is similar to part of a Quality Audit and corresponds to checking that each task mentioned in the Project Quality Assurance Plan has been implemented.  This typically involves at least the following checks:


Check that all documents that are due have been produced nd filed.


Check that all standards that are meant to apply are being conformed to.  Some standards are checked by reviews and audits and so need not be separately checked.


Check that all reviews that are due have been carried out and meaningful reports filed and circulated.


Check that all audits that are due have been carried out and meaningful reports filed and circulated.


Check that the development environment has been properly implemented as far as is relevant for the time of the audit.


Check that backup procedures are being properly carried out.  A good way of checking this is to require a copy of an arbitrary file from the backups.


Check that configuration management procedures are being properly implemented.  This applies to all objects including code and documents.  This can be checked by random examination of objects of different types.


Check that Quality Assurance data is being collected and stored as defined in the Project Quality Assurance Plan.

Quality Audit

The quality audit is held to audit the effectiveness of the Project Auditor and to check that the Project Quality Assurance Plan is being properly implemented.  The quality audit is conducted either by somebody nominated by the Quality Manager or by the Project Supervisor or some other person independent of both the project team and the Project Auditor.  If the Project Supervisor is also the Project Manager then the quality audit must be conducted by somebody independent.

Each task in the PQAP is considered for completeness and success against the criteria given in the PQAP and a report summarising the results is produced.  A list of checks relevant to checking the implementation of the Project Quality Assurance Plan is given in Section C.1?? for the InProcess Audit.  The Project Supervisor is responsible for ensuring that any problems or shortcomings found in the quality audit are dealt with.

Whether and when a quality audit is held varies from project to project.  It is not strictly necessary for each project to be subject to a quality audit and some projects may be subject to more than one quality audit.

It is not possible in this standard to set out procedures or a timescale for dealing with problems revealed by the quality audit.  It is the responsibility of the Project Supervisor to decide when and how problems should be resolved.  If the quality audit is conducted by somebody independent of the Project Supervisor and they do not approve of the timescale or the methods proposed to resolve the problems then they can appeal to the Quality Manager.

Physical Audit

A physical audit is held before each release to ensure that the system to be released is complete and consistent.  This includes checking that all documentation is up to date and that the correct versions of all objects are in use.

The physical audit is conducted by the Project Auditor (or somebody nominated by the Project Auditor) and the release can take place only if no faults are found.  If any faults are found then they must be corrected and the physical audit repeated before the release can be carried out.  While the Project Auditor should choose to conduct physical audits for major releases he may choose to delegate the conduct of minor physical audits to somebody else who may not need to be independent such as the Project Manager or the Team Leader.

The tasks for the physical audit are as follows:


Check that the contents of the release have been properly backed up so that the release can be reproduced.  This should be as described in the Configuration Management Standard (GFG IT UK 99-SO-2) and modified by the Project Quality Assurance Plan.


Check that all relevant documentation (including user and design documentation) is up to date and is included (and backed up) in the release.


Check that the versions of all objects mentioned in the release form are the correct versions.


Check that the versions of objects backed up and used to build the system are the versions mentioned in the release form.


Check that the system has been built with the correct optimisation and debug flags.


Check that a complete set of up-to-date listings have been made and filed.

Code Audit

A code audit is a means of checking code for conformance to standards and technical adequacy.  Code audits are sometimes known as code reviews or code walkthroughs.

The tasks involved in a code audit are as follows:


Check that the code conforms to all standards required by the Project Quality Assurance Plan.


Check for consistency in the methods, style and appearance of the code.  The particular style used is not important (unless it is specified in project-specific standards) but inconsistent styles make code more difficult to read and understand.  Code should definitely be consistent within individual objects and should normally be consistent within a sub-system or project.


Check that the code is an accurate translation of the Detailed Design Specification.


Check that the code is traceable to the Detailed Design Specification.  This may merely involve a comment in the file header giving a reference to the Detailed Design Specification.


Check that an appropriate level of robustness is built in.  This may involve checking the range of input arguments to modules.  Where such checking is not performed for efficiency or other reasons the assumptions and risks should be made clear in in-line comments.


Check that the code is adequately testable.

GFG IT-UK-99-SO 15/0.01
1 of 1
24 December 1997

